
Protection of Identification



Protecting the Rights & Privacy of Human Subjects 

https://grants.nih.gov/grants/policy/data_sharing/data_sharing_workbook.pdf

**



https://grants.nih.gov/grants/policy/data_sharing/data_sharing_workbook.pdf

Access & Control Measures of Data
**



Modes of Access & 
Control of Data Sharing **



Mode Data Sharing – Data Archives

https://grants.nih.gov/grants/policy/data_sharing/data_sharing_workbook.pdf



Mode Data Sharing – Data Enclaves

https://grants.nih.gov/grants/policy/data_sharing/data_sharing_workbook.pdf



Use of De-identified Data
**



Use of De-identified Data



HIPAA

Title I Title II Title III Title IV Title V

Guarantees 
health insurance 
portability and 

renewal

Administrative 
simplification 

(subsection F)

Tax provision for 
medical savings 

account

Enforcement of 
group health 

plan provisions

Revenue offset 
provisions

Privacy Transactions Code Sets Security Unique Identifiers

Source: John Butterworth, Ethics and Clinical Research 

Health Insurance Portability and
Accountability Act (HIPAA), 1996



Health Insurance Portability and Accountability Act
(HIPAA)



Electronic protected health information (ePHI)

Health Insurance Portability and Accountability Act
(HIPAA)



Health Insurance Portability and Accountability Act
(HIPAA)



https://grants.nih.gov/grants/policy/data_sharing/data_sharing_workbook.pdf

HIPAA & De-identification

**



PHI & PII

**



Research Use and Disclosure of PHI Without Authorization: 
Preparatory to Research
• Requires notification of the entity holding the PHI
• Researcher must provide representation that:

– PHI is to be used solely to prepare a protocol or a similar purpose
– PHI will not be removed from the covered entity
– PHI is necessary for research

• May be used to develop hypothesis, protocol or characteristics of 
research cohort

• May not be summarized, used or presented as a research study 
without prior IRB approval

• May allow access to PHI to identify subjects for recruitment

Use of PHI in Research

Source: John Butterworth, Ethics and Clinical Research 

**



·Use of PHI in Research

**



PII in Education Records (FERPA)



Data Confidentiality & Security Agreement (FERPA)



Data Confidentiality & Security Agreement (FERPA)



Data License Contract ( FERPA)



Privacy & Security of 
Data Sharing 

Privacy and Security Workgroup: Summary of Big Data  Public Hearings
Deven McGraw & Stan Crosley, 
Health IT Policy Committee, 
Department of Health & Human Services. February 9 2015 

**Key points: 
1. Sometimes there is a need to use fully identifiable data
2. It is not possible to get informed consent for all uses
3. Impossible to notify individuals personally about all uses
4. Can’t do universal opt-out because answers could be unreliable
5. There is likely a standard that could be developed that determines “clearly 

good/appropriate uses” and “clearly bad/inappropriate uses”
Focus on:
1. Minimum necessary amount of identifiable data (but offset by future use needs)
2. Good processes for approval and oversight
3. Uses of data stated publicly (transparency)
4. Number of individuals who have accessed to data minimized (distributed systems 

help accomplish this)
When we use identifiable data, we must store it in highly protected locations – “data 
enclaves”



Discussion ….

• Use of stored data / specimen (e.g., in biobank/databank, data storage, 
surveillance system) – who give consent?  Data / specimen can be used 
only with having prior consent?

• Individual / Aggregated data can be used at what level (say, 506, NHSO,etc) 
with and with out consent?

• When should consent be required?  
– Based on type of use/disclosure
– Based on higher “privacy” risk – for example, personal v. non-personal 

impact; level of sensitivity of the data?)
– Based on identifiability of the data? 
– Based on commercial/profit use?
– Disclosure outside of initial environment vs. internal uses – is this a 

worthwhile distinction for consent purposes?



Privacy and Security Workgroup: Summary of 
Big Data  Public Hearings
Deven McGraw & Stan Crosley, 
Health IT Policy Committee, 
Department of Health & Human Services. 
February 9 2015 

• HIPAA – PHI or PII for Thailand?

• Research uses in the HIPAA environment:
Re-iterate/refine initial recommendation for ANPRM:  for re-use of clinical or claims 
data to “contribute to generalizable knowledge,” no need to obtain consent, as long 
as entity in control of data uses and fair information practices are implemented (for 
example, security, minimum necessary, etc.).

– Any caveats to this?  (what are higher risk vs. lower risk use 
cases?  Personal v. non-personal impact?) 

– How to implement – through guidance on waivers or change to 
regulation?

Discussion ….



Discussion ….
Privacy and Security Workgroup: Summary of Big Data  Public 
Hearings
Deven McGraw & Stan Crosley, 
Health IT Policy Committee, 
Department of Health & Human Services. February 9 
2015 • Consent issues within the HIPAA Framework

To date discussions have focused on research uses and whether HIPAA 
and Common Rule requirements while building trust/protecting individuals
– Low risk research – should this be acceptable without consent and 

without an IRB waiver?  How does this get determined?
– Consider role of transparency in place of consent when coupled with 

“appropriate use” definitions, particularly for observational research or 
health care operations

• Other comments on de-identification of data 
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